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1
Purpose

The purpose of the IB Data Protection policy is to outline the organization’s commitment towards meeting its obligations under the data protection laws of the countries in which it operates.
For the purpose of this and other IB related policies, data means both IB-owned and IB-protected data, such as:

	Category of data
	Sub-category of data
	Examples

	IB-owned
	IB institutional data
	Examinations results, grade boundaries

	IB-protected
	Student personal data
	Names, addresses, date of birth, other data

	
	School institutional data
	Names, addresses, other data

	
	IB staff and IB Educators Network members personal data 
	Names, addresses, other data

	
	Other institutional data
	Other entities’ institutional data


2
Background

2.1
The IB needs to keep and process personal and/or institutional data about a data subject fairly, and ensure that such data is stored safely and not disclosed to any other person unlawfully or exceeding IB’s legitimate purposes.

2.2
Personal data is information about individuals such as employees, students, members of the IB Educators Networks
 and other users who can be identified from that information.
2.3
Institutional data is information about an entity such as itself that can be identified from that information.

2.4
This individual or entity is known as the data subject.

2.5 
For the purpose of this policy, “sensitive data” shall mean sensitive personal data as defined by the Swiss Federal Act on Data Protection (FADP) of 19 June 1992
, as well as institutional data which is not made public by the data subject.
2.6
This policy applies to all personal and institutional data not just that which is capable of being processed by computer, so therefore includes handwritten records.

3. 
In processing personal and institutional data, the IB endeavours to comply with the 

data protection 
principles set out in the data protection principles and procedures.
4
Responsibilities

4.1
All staff who handle personal or institutional data are responsible for ensuring that they comply with this policy.

4.2
All staff are responsible for ensuring that their own and other people’s personal or institutional data is collected for a legitimate purpose, held securely, and disposed of properly when no longer required. 
4.3
The Legal Department is responsible for ensuring that this document is kept up to date and remains relevant or is withdrawn.

5
Policy

5.1
It is the policy of the IB to strive to observe the law in all collection and processing of data and to handle any data subject access requests in compliance with legal obligations.
5.2
The IB will only use data in ways relevant to carrying out its legitimate purposes and functions (this includes research), and will take due care in the use, collection and storage of any sensitive data and do its utmost to keep all data complete, correct, current and secure.

5.3
The IB will never use personal or institutional data for any purpose other than that for which it was collected without the consent of the data subject.

5.4
The IB undertakes to make its staff aware of their Data Protection responsibilities.

5.5
Staff must not disclose personal and institutional data except where there is demonstrable data subject consent, a legal requirement (and only after legal advice had been obtained), or the data is required for the fulfilment of a contract in respect of the data subject.

5.6
In addition, IB staff worldwide handling personal or institutional data must adhere to any relevant policy as it applies in their country.

5.7
Any member of staff who receives a formal data subject access request in accordance with national data protection legislation from an individual, must forward that request to the IB’s Legal Department. This must be actioned immediately because there are strict time deadlines governing the turnaround of such requests.

5.8 
This policy complements other internal measures such as the IB Human Resources policies and the IT Security Policy, and is not intended to replace or redefine them. 

� The IB Educators Network includes examiners, workshop leaders, and curriculum team members, volunteers for service and access projects, visiting team/site visitors for authorizations, evaluations and school consultancy.


� Excerpts from the Swiss Federal Act on Data Protection (FADP) of 19 June 1992 


Art. 3 Definitions


The following definitions apply:


a. personal data (data): all information relating to an identified or identifiable person;


b. data subjects: natural or legal persons whose data is processed;


c. sensitive personal data: data on: (1) religious, ideological, political or trade union-related views or activities; (2) health, the intimate sphere or the racial origin; (3) social security measures; (4) administrative or criminal proceedings and sanctions; [...].
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